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Chapter 1

1-1.  Purpose.  This regulation establishes uniform procedures for responding to bomb threats and suspicious packages.   

1-2.  References.  
    a.  DA Pam 50-5, Nuclear Accident and Incident Response and Assistance (NAIRA) Operations, 20 March 2002. 

    b.  Presidential Decision Directive 39 – U.S. Policy on Counter-terrorism (U).

    c.  Federal Emergency Management Agency Federal Response Plan, 

7 February 1997.

    d.  FM 3-19.1. Military Police Operations, 22 March 2001; Change 

1, 31 January 2002.

    e.  FM 3-19.30, Physical Security, 8 January 2001.

    f.  FM 19-10, Military Police Law and Order Operations, 

30 September 1987.

    g.  Federal Building Protection Tips Handout.

1-3.  General Information.
    a. Malicious conveyance of false information which concerns an attempt to kill, injure or intimidate any individual or to unlawfully destroy any building, vehicle or personal property is a criminal offense under the Uniform Code of Military Justice and Title 18, United States Code and a reportable serious incident under AR 190-40.  Examples include bomb threats, threats of a nuclear or dirty bomb, and threats of anthrax or other communicable diseases.          
    b.  Chemical agents are poisonous vapors, aerosols, liquids or solids that have toxic effects on people, animals or plants.  They can be released by bombs, sprayed, or used as a liquid to create a hazard to people and the environment.  They can have an immediate effect (a few seconds to a few minutes) or a delayed effect (several hours to several days).  While potentially lethal, chemical agents are difficult to deliver in lethal concentrations.  Outdoors, the agents often dissipate rapidly.  Chemical agents are also difficult to produce.

    c.  Biological agents are organisms or toxins that can kill or incapacitate people, livestock, and crops.  The three basic groups of 
biological agents that would likely be used as weapons are bacteria, viruses, and toxins.  Most are difficult to grow and maintain.  Many break down quickly when exposed to sunlight and other environmental factors, while others, such as anthrax spores, are very long lived.    

    d.  In addition to military law enforcement agencies, the Federal Bureau of Investigation (FBI) and other federal agencies may also investigate serious incidents on military installations. 

    e.  In response to a credible threat involving a bomb or suspicious package, the Military Police (MP) and Fire Department initiate a threat assessment process that involves close coordination with other agencies on Fort Bragg and the surrounding community agencies with technical expertise.  The MPs will provide the initial Incident Commander (IC) and will initiate crisis management operations.  Military Police provide a graduated, flexible response to a range of incidents, including:

        (1)  A credible threat, which may be presented in verbal, written, intelligence-based or other forms.

        (2)  An action of terrorism, which exceeds the MP capability to resolve.

        (3)  The confirmed presence of an explosive device or Weapon of Mass Destruction (WMD) capable of causing a significant destructive event, prior to an actual injury or property loss.

        (4)  The detonation of an explosive device, utilization of a WMD, or other destructive event, with or without warning, that results in limited injury or death.

        (5)  The detonation of an explosive device, utilization of a WMD, or other destructive event, with or without warning, that results in substantial injury or death.

1-4.  Procedures.  This paragraph outlines procedures that are common in responding to bomb threats and suspicious packages. 

    a.  Provost Marshal Office (PMO).  

        (1)  The Provost Marshal will appoint an Operations Officer to provide leadership and direction in crisis management response.  The PMO Operations Officer will convene regular meetings with representatives from other agencies on Fort Bragg involved in technical and tactical operations associated with crisis management responses.  These meetings are held to formulate incident action plans, define priorities, review status, resolve conflicts, identify 
issues that require decisions from higher authorities, and evaluate the need for additional resources.

        (2)  Military Police will assist commanders, activity directors and facility managers by immediately controlling access pending the arrival of unit guards, controlling traffic pending the placement of barricades, and providing limited physical security input to the threat assessment.  Military Police will not conduct the search, nor will they remove or tamper with any suspicious objects found during a search.  Military Police working dogs may provide support, as required, for the situation but these assets are limited both in numbers of available dogs and the hours required to clear a location.  Military Police workings dogs supporting bomb threat scenarios remain under the control of the PMO chain of command. 

    b.  Commanders, principal staff officers, directors of activities or facility managers will:

        (1)  Order an evacuation, as required, based upon a threat assessment and/or the finding of any suspicious object or package during a search.

        (2)  Ensure occupants familiar with the area/building conduct the visual search for suspicious objects in and around their respective living or working areas.

        (3)  Have the responsibility to declare the area or facility safe and will inform Military Police of their decision.

        (4)  Personnel are not authorized to return to an evacuated building or facility until cleared by the commander, director or facility manager.  

Chapter 2

2-1.  Responsibilities. 

    a.  Commanders, principal staff officers, directors of activities or facility managers will:

        (1)  Ensure a Fort Bragg Form 1168-E, Bomb Threat Checklist, is maintained beside every telephone in the organization and that all personnel are instructed on the form’s use and the requirement for accurate completion and timely submission of the forms to the leadership of the organization.

        (2)  Ensure that supervisors, security, and custodial personnel are instructed to be alert for suspicious looking persons or foreign suspicious objects or parcels in the organization.  Make periodic checks of potential concealment areas for such objects.

        (3)  Ensure Standing Operating Procedures (SOPs) are developed by each organization and provide appropriate training for all personnel concerning the handling of bomb threats and suspicious packages.  In preparing the SOP, reference this regulation and request assistance from the Public Safety Business Center (PSBC), Provost Marshal Office Operations Section and Fire Department. 
        (4)  Establish evacuation routes and an alarm to notify all personnel of the evacuation.  Ensure that a roster is prepared of all personnel departing the building in the event that medical notification is required, i.e., the discovery of anthrax spores will warrant immediate medical attention by personnel in contact with the source.  Establish a rendezvous/meeting/gathering area at least 100 meters from the affected building.

        (5)  Maintain stringent control of locks and keys.  Lock doors to boiler rooms, basements and utility closets when not in use thereby eliminating places to hide devices that would cause a serious incident.  Evacuation and Search Team members may still need access to these rooms so ensure the keys are available.
        (6)  Be prepared to establish an Evacuation and Search Control Team and Command Post.  The senior agency representative on site will command the team and will turn control of on-site incident operations over to the Military Police upon their arrival.  Search teams must be familiar with the facility and be able to recognize anything unusual or out of place. 

    b.  Director, Public Safety Business Center (PSBC) will:

        (1)  Ensure the PMO and Fire Department are properly trained and equipped to respond to bomb threats and suspicious package incidents.

        (2)  Ensure subordinate divisions have SOPs and policies in place for appropriate responses. 

        (3)  Ensure PMO establishes an initial on-site Incident Command Post (ICP).  The PMO will be prepared to receive liaison from activity affected by the incident.  The PMO will relinquish incident
command to the Chief, Fire Department in the event an explosive device
is activated or a suspicious object is determined to contain hazardous material.
        (4) Ensure the Fire Department and MP personnel do not participate in searches or handling and removal of suspected bomb devices.  The Fire Department is responsible for testing hazardous material to identify the type of hazard.  

        (5)  Ensure the Security and Intelligence Division is prepared to analyze the credibility of bomb threats if related to known terrorists organizations. 

    c.  Director, Information Technology Business Center (ITBC) will:

        (1)  Conduct a timely trace on the telephone line used by the caller to make the bomb threat and provide pertinent information to the requesting law enforcement agency.

        (2)  Ensure procedures for conducting a trace are current and published.

    d.  Director, Public Works Business Center (PWBC) will provide incident response support, as needed.  Support may include, but is not limited to: 

        (1)  Turning off power/heating, ventilation and air conditioning (HVAC) systems, if required.

        (2)  Providing building blueprints and utilities schematics.

        (3)  Providing personnel, equipment, and technical expertise for search and rescue operations.  

    e.  Commander, 87th Military Police Detachment (CID) will:

        (1)  Monitor Military Police response to a bomb threat/suspicious package and assist/respond as appropriate.

        (2)  Respond and assist when requested by the Provost Marshal, a unit commander, installation commander, or as determined necessary, by a CID Supervisor.  

        (3)  Be responsible for contacting the Federal Bureau of Investigation, if required. 

    f.  Commander, Womack Army Medical Center (WAMC) and Emergency Medical Services (EMS) will:

        (1)  Be prepared to provide emergency medical care to victims of detonations of explosive devices and contact with hazardous materials.  

        (2)  Respond to incident sites where there is a verified presence of an explosive device and/or hazardous materials from a suspicious package to provide emergency medical care.  Medical personnel will not get involved in the handling of hazardous materials. 

        (3)  Ensure that all personnel are properly trained and equipped to respond to victims of bomb threats and suspicious package incidents and that subordinate divisions have internal SOPs and policies in place for appropriate responses.  

    g.  Commander, 18th Ordnance Company (EOD) will:

        (1)  Have EOD Response Teams in route to a suspected bomb incident site not later than 30 minutes after initial request during duty hours and 60 minutes during non-duty hours.  The team leader will report to the senior Military Police representative at the on-site Incident Command Post.

        (2)  Ensure that all EOD Response Teams are properly trained and equipped to respond to bomb threats and suspicious package incidents and that SOPs are in place to properly dispose of suspected bombs.

        (3)  Be prepared to make notifications to appropriate response personnel in the event the bomb threat involves a suspected nuclear device.

Chapter 3

3-1.  Response to Bomb Threats.  

    a.  When an individual receives a threat call, that individual will:

        (1)  Record the entire dialog of the conversation on the Bomb Threat Checklist (Appendix A).  

        (2)  Keep the caller on the line as long as possible by listening and not interrupting.  Ask the person to speak louder or to repeat the message to keep them on the line.  If the caller does not address something on the Bomb Threat Checklist, then ask the location 
of the bomb, time of detonation, etc.  Gather as much information as the caller will provide.

        (3)  Pay particular attention to peculiar background noises; such as motors, including aircraft, music or any other noises which may give clues to the caller’s location. 

        (4)  Listen carefully to the voice of the caller to determine distinguishing characteristics, i.e., male or female, voice quality (calm, excited), accents, speech impediments and any other characteristics indicated on the Bomb Threat Checklist.
        (5)  If you have worked it out ahead of time during your training in response to bomb threats, it’s a good idea to signal another employee to listen in on the call.  The second person concentrates on the characteristics of the caller and the background noises.  The receiver of the call concentrates on the exact words of the caller.
        (6)  If the caller does not hang up, then leave the line open, DO NOT HANG UP!  DO NOT MAKE ANY CALLS ON THAT PHONE.  Use a DIFFERENT PHONE and call the MP Desk (396-0391/0392/0393 or 911) if no one else has already done so and request a trace on the telephone line.  

        (7)  If the caller hangs up, then you should disconnect the line (make sure you get a dial tone for an outside line and not an intercom line) and immediately dial 1277 on that same line.  Follow the instructions to initiate a trace.  Immediately contact the MP Desk (396-0391/0392/0393 or 911) on a different phone and inform them that you have taken action to trace the phone call. 

        (8)  Notify the commander, activity director or facility manager.  If this individual is not available, then the next individual in the chain of command will be contacted.  The receiver of the bomb threat should immediately notify his/her supervisor, being careful not to cause panic among fellow employees.         

        (9)  After evacuating the building remain accessible for an interview with a Military Police Investigator.

    b.  When notified of a bomb threat, commanders, principal staff officers, activity directors and facility managers will:

        (1)  Ensure the Military Police Desk Sergeant has been notified of the bomb threat (396-0391/0392/0393 or 911).

        (2)  Direct the evacuation of the area.  At one time, evacuation was not necessary for all bomb threats; however, with the

technological advances and potential lethality of today’s explosive devices, it is better to evacuate first and then consider further courses of action. 

        (3)  Immediately conduct an assessment of the threat received based upon information obtained from the caller on the Bomb Threat Checklist.  This assessment includes a description of the device, time and location of detonation or contamination, and the caller’s knowledge of the device.  Commanders, principal staff officers, and/or activity directors of the facility will determine further courses of action after consultation with the MP Incident Commander.  

        (4)  When practical, all building occupants will conduct a visual search of living or work areas for any suspicious object or package prior to an evacuation.  Military Police and EOD personnel are available to assist in the threat assessment.

        (5)  Be prepared to establish evacuation and search teams.
        (6)  In evacuating the building, do not stand in front of windows, glass doors or other potentially hazardous areas.  Do not block sidewalk or streets to be used by emergency officials or others exiting the building.  Move at least 100 meters from the building.  Any other buildings within 100 meters of the affected bomb threat building must also be evacuated.  (A 100-meter stand-off distance is generally good for explosive devices found in buildings with an explosives capacity equivalent to that of less than 50 pounds of TNT.  Stand-off distances increase if the explosive devices are found outside and when the explosives capacity increases, especially if a chemical or nuclear device is found.  See Appendix F for Terrorist Bomb Threat Stand-Off Distances.)

        (7)  When evacuating the building, all persons should remove those items they brought in (briefcases, thermos bottles, lunch bags), turn off radios, and unplug office machines.  Windows and doors will be left open to help dissipate any explosive force.  All cabinets and drawers will be left unlocked to make it easier for the searchers (classified cabinets are an exception).

        (8)  Provide the bomb threat checklist to the Military Police Investigator on scene.  

        (9)  Identify a liaison officer to work in the ICP established at the scene by the PMO.  

        (10)  When the threat is neutralized; declare the area, facility or building, safe and inform unit personnel and on-site Incident Commander.

    c.  When determination has been made to evacuate a building, commanders, principal staff officers, activity directors and facility managers will:

        (1)  Direct the members of the Evacuation and Search Control Team to assist in the room and/or office search.  This search consists of a visual check in and around all furniture and fixtures and concentrates on locating any suspicious objects in the area.  (See Appendix D for guidelines on conducting a search.) 

        (2)  Should an object be found, the MP Desk Sergeant will notify EOD, who will handle removal of suspected explosives (EOD also makes notifications if the device is believed to be nuclear), and the fire department will handle suspected hazardous materials. (See Appendix E for Damage Control Measures to take if a device is found.)
        (3)  Under no circumstances will any untrained personnel attempt to displace, dismantle, or otherwise tamper with any suspect device or suspicious objects.  Even if there may be more than one device, discontinue the search until EOD personnel arrive to supervise. 

    d.  When an evacuation and/or dispersal of personnel is directed, personnel will disperse in an orderly manner.  Ensure that all personnel are accounted for by name and that all personnel walk to the designated assembly area.  TURN OFF ALL CELLULAR/DIGITAL PHONES.  Do not use these devices within 100 meters of the affected area.  Do not start any vehicles in the vicinity of the building until the threat has been terminated.  Be sure to search the area around your assembly area for bombs and suspicious objects as well.  It is not uncommon to have a bomb placed in an area where evacuees are expected to assemble.
    e.  In the event of an explosion:

        (1)  Leave the building as quickly as possible.  Do not stop to retrieve personal possessions or make phone calls.  If things are falling around you, get under a sturdy table or desk until they stop falling.  Then leave quickly, watching for weakened floors and stairs and falling debris as you exit.

        (2)  If you are trapped in debris do not light a match.  Do not move or kick up dust.  Cover your mouth with a handkerchief or clothing.  Rhythmically tap on a pipe or wall so that rescuers can hear where you are.  Use a whistle if one is available.  Shout only as 
a last resort or when you hear sounds and think someone will hear you (shouting can cause you to inhale dangerous amounts of dust). 

Chapter 4

4-1.  General Handling of Mail and Packages.

    a.  Be wary of suspicious packages and letters.  They can contain explosives, chemical or biological agents.  Some typical characteristics postal inspectors have detected over the years, which should trigger suspicion, include parcels that 


- are unexpected or from someone unfamiliar to you.


- are marked with restrictive endorsements, such as “Personal,” 
  “Confidential,” or “Do not X-ray”.


- have protruding wires or aluminum foil, strange odors or
 
  stains.


- show a city or state in the postmark that doesn’t match the   
  return address.


- are of unusual weight given their size, or are lopsided or 
 
  oddly shaped.


- have inappropriate or unusual labeling.


- have excessive postage or excessive packaging material such 
 
  as tape and string. 

    b.  Exercise the below general cautions when handling mail and packages:


- examine unopened envelopes/packages and look for suspicious 
 
  features.


- handle incoming mail in a designated, separate mail area.


- wash your hands after mail is opened.


- restrict mailroom access to authorized persons.


- refrain from eating or drinking in a designated mail handling 


  area.

Chapter 5

5-1.  Response to Suspicious Packages.

    a.  The individual coming in contact with a suspicious package should take the following steps: 

        (1)  If a package is leaking powder or any substance, put the package down gently in a closet or the safest place available without 
transporting the package out of the area already affected.  Cover the substance and/or suspected package with a trash can or other material 
to prevent the substance from becoming airborne.  Call 911 and report the suspicious package with potential hazardous material.  Caller will

provide the 911 operator with information as to why the package is suspicious (leaking powder, heavy stains, etc.).  Notify your supervisor immediately.  Follow the steps outlined on the Suspicious Packages Procedures Checklist at Appendix C. 

        (2)  If the suspicious package is not leaking any powder and/or substance, call 911 and report the suspicious package.  Be prepared to describe to the 911 operator why the package is suspicious.  Notify your supervisor immediately.  Do not touch the package.  If anyone has already touched the package have them immediately wash their hands with soap and water.  Follow the steps outlined on the Suspicious Packages Procedures Checklist at Appendix C. 

        (3)  Wait calmly until emergency response units arrive and enter the building.  Identify yourself and show hazardous materials (HAZMAT) personnel where the suspicious package is located.

    b.  When notified of a suspicious package, commanders, principal staff officers, activity directors, and facility managers will:

        (1) Ensure compliance with actions outlined in Appendix C, Suspicious Packages Procedures Checklist.

        (2)  Make a determination if a lock-down is necessary to contain the spreading of hazardous material and control personnel that may have been affected.  If the situation is serious enough to warrant a lock-down, then no one will be permitted to leave unless authorized by the Fire and Emergency Services Incident Commander.  The situation may warrant individual decontamination operations.  

        (3)  If an evacuation of the area is warranted, then follow procedures outlined in Chapter 3 of this regulation concerning accountability and consolidation of personnel in a specified assembly area.  

        (4) For a biological/chemical hazard only, have a knowledgeable employee turn off the HVAC System, any fans or remote heaters and secure all windows and doors (remember to leave doors and windows open for an exploding device).  Turn off all equipment that has cooling fans or can move air (i.e., computers, printers, network hubs, refrigerators). 

        (5)  Ensure that unit/agency personnel or anyone who entered the area remains in close proximity, but out of the high hazard area 
in case tests on the suspicious package are positive.  Plan on participating in decontamination operations.  Encourage personnel to remain calm and orderly.

        (6)  Fire Department personnel will assume command and control of the building and surrounding area.  Make sure your personnel follow their instructions completely. 

Chapter 6

6-1.  Post-Incident Operations.  

    a.  Whether a device has been rendered safe or has detonated, the area will be sealed off by the Military Police until criminal investigators and EOD thoroughly investigate the area.  If a device detonates, the most minute fragments are retrieved in order to determine the composition of the device.  All persons not directly involved with the investigation will be restricted from the scene.  However, for long-term investigations it may be necessary for affected unit personnel to augment the Military Police in securing the area.  

    b.  All Installation Management Agency Business Centers will be prepared to support consequence management operations.

    c.  All units/agencies involved in the incident should conduct an After Action Review (AAR).  At a minimum, the AAR should cover the nature of the incident, action taken, outcome and any additional information.  The outcome of this AAR may generate changes to SOPs or identify additional training requirements.     

(AFZA-PS-P/6-4401)

FOR THE COMMANDER:


OFFICIAL:

KARL R. HORST

COL, GS


Chief of Staff
//signed//
JOHN A. COX

LTC, SC

Director, Information Technology Business Center

DISTRIBUTION:

A, D, E

Appendix A 

 Bomb Threat Checklist

[image: image1.wmf]BOMB THREAT CHECKLIST

FB Reg 190-8

1.  Remain calm.

2.  Signal for someone to call the military police (MPs) at 396-0391/0392/0393 or 911.

3.  Get the following information:

    a.  Exact time of call 

.

    b.  Exact words of caller 

4.  Questions to ask:

    a.  When is the bomb going to explode? 

    b.  Where is the bomb? 

    c.  What does it look like? 

    d.  What kind of bomb is it? 

    e.  What will cause it to explode? 

    f.  Did you place the bomb? 

    g.  Why? 

    h.  Where are you calling from? 

    i.  What is your address? 

    j.  What is your name? 

5.  Caller's voice (Circle one):

FB FORM 1168-E, AUG 02 (AFZA-PS)        PREVIOUS EDITION IS OBSOLETE.                                         V 2.2

Calm

Stutter

Giggling

Stressed

If the voice is familiar, who did it sound like? 

Disguised

Slow

Deep

Accent

Nasal

Sincere

Crying

Loud

Angry

Lisp

Squeaky

Slurred

Broken

Rapid

Excited

Normal

Were there any background noises? 

Remarks:  

Person receiving call 

Telephone number call received at 

Date 

6.  Trace the last call you received so law enforcement may identify bomb threat callers and

take action.  

     - After receiving a call, hang up.  Don't make any calls on this line until you have traced      

      the call.

     - Pick up the telephone hand set on the

 

same

 telephone line the call was received on and    

      listen for dial tone and press 1277.

     - Listen for the announcement and follow the instructions.

     - This will print out the telephone information at a Fort Bragg telephone switch location.  It  

       will be provided only to law enforcement.

     - Report the date and time you used Call Trace to the Military Police Desk at                      

      396-0391/0392/0393 and the nature of the call.

7.  If no one else has already, call the MP and notify your chain of command.


Appendix B 

 Bomb Threat Procedures Checklist

Individual Actions

	1
	Remain calm.
	

	2
	Record dialogue on Bomb Threat Checklist.
	

	3
	Keep caller on line as long as possible.
	

	4
	Listen for background noises.
	

	5
	Listen carefully to the caller’s voice.
	

	6
	Trace the call after completed (disconnect and dial 1277 and listen for instructions).
	

	7
	Notify supervisor.
	

	8
	Notify Military Police at 396-0391/0392/0393 or 911.
	

	9
	Remain on scene for Military Police Investigator.
	


Leaders Actions

	1
	Notify Military Police.
	

	2
	Assess the situation.
	

	3
	Evacuate the building.
	

	4
	Provide liaison for Incident Command Post.
	

	5
	Form search team.
	

	6
	Search the building.
	

	7
	Designate all clear.
	


Appendix C 

 Suspicious Packages Procedures Checklist

	1
	Remain Calm.
	

	2
	Do not open the package or letter.
	

	3
	Do not shake or empty the contents.
	

	4
	Put the package down gently in a closet or the safest place available without transporting the package out of the already affected area.  Cover the substance and/or suspected package with a trash can or other material to prevent substance from becoming airborne.
	

	5
	Do not carry the package or envelope, show it to others, or allow others to examine it.
	

	6
	Do not share or in any way try to remove the contents .
	

	7
	Do not attempt to pick up, sweep or contain any spillage.
	

	8
	Put the package or envelopes on a stable surface; do not sniff, touch, taste, or look closely at it or any contents that may have spilled.
	

	9
	Do not touch your eyes, nose, or other body parts.
	

	10
	Shut off Heating, Ventilation, Air Conditioning (HVAC) Systems, window air conditioning units, fans and any equipment that might have a fan (computers, printers, servers, etc.).
	

	11
	Isolate the package and close off the room by shutting all doors and windows.
	

	12
	Thoroughly wash hands with soap and water.
	

	13
	Call 911 for Military Police and Fire Department HAZMAT, notify supervisor.
	

	14
	Advise fellow co-workers to avoid the area.
	

	15
	Keep all potential exposed individuals in close proximity, but out of the high-hazard area.
	

	16
	Don’t leave the area until told to do so by responding emergency response personnel.
	

	17
	Ensure all personnel who have touched the package/letter wash their hands with soap and water.
	

	18
	List all persons who have touched the letter/package.
	

	19
	Shower with soap and water.
	


Appendix D 

 Search Techniques (Extract from FM 19-10)
Search Techniques

    There are two types of search techniques: a supervisor’s search and a search team search.  Both types of search move from outside in, from the lowest level to the highest, and from public access areas to more restricted access areas.

Supervisor’s Search

    A supervisor’s search can be conducted by a few of the activity’s personnel using a quick-paced method to look for suspicious items.  It can be used only if all areas are orderly.  If the area to be searched is cluttered, then a supervisor’s search will not be effective.

    In determining if a supervisor’s search will be used, it should be remembered that supervisory searches can be up to 60% effective.  They also have the advantage of limiting the disruptions of the operation, because the search can be done without evacuation of personnel.

Search Team Search

    A search team search requires that the building be evacuated until after the search has been accomplished.  The search for an explosive device is one of the most important actions involved in the bomb threat procedures.  Two-man teams composed of persons assigned to and familiar with the activity should search the building where a bomb threat has been received.  Preferably, these persons should be volunteers.  It must be stressed that the searchers must know or be able to determine if an item actually belongs in the area; thus they should be persons assigned to the activity.  For this reason, Military Police and EOD personnel should not search the area.

    It is imperative that persons forming search teams be well trained.  Training accomplishes more than just preparing the members of a search team; it increases their confidence and morale.  Search team members must be willing to practice periodically to maintain proficiency.

    The search team looks everywhere and at everything.  Unless a specific area is mentioned in a threat, the search begins with the exterior and moves to the interior.  Then they move into public access areas like lobbies, restrooms, waiting areas, and snack machine areas.  Finally, they check limited public access areas, like basements, roofs, and storage rooms.

    The external area must be searched first.  The search must cover all feasible areas where a device may be planted.  It must be done systematically.  Special considerations must be given to:

        - Window ledges.

        - Bushes.

        - Garbage cans.

        - Flower arrangements.

        - Air conditioner units.

        - Automobiles (extreme caution must be used when search 

          involves automobiles).

    Any item usually not found in the area or any item noted as being out of place should be viewed with suspicion.

    Most often a bomb device is thought to be hidden somewhere inside a facility.  But a device may be planted against a facility.  Depending upon the nature of the device, an enormous amount of damage can be caused by a device planted outside a facility.  Both the exterior and the interior of the bombsite area must be searched.

    After the exterior search is completed, the search inside the facility begins.  Interior searches are conducted from the lowest level of the facility to the highest and from common access areas to more restricted access areas.

    First, all public access areas are searched.  Then offices with public access are searched.  And finally, offices, storage areas, and areas with restricted public access are searched.  Rooms that have been searched should be marked with crepe paper or colored tape to ensure efficiency and to speed up the process.

    The searchers enter a room, stop, remain still, and listen for any unusual sounds.  (In the evacuation phase, all machines are to be unplugged.)  Searchers will make a quick visual scan of the room for obvious, unusual items.  They divide the room in half and then into four levels.  Their first search includes items such as desks, chairs, and garbage cans that lie within the area from the waist to the floor.  Their second search includes items such as filing cabinets, table tops, and lower shelves that lie within the area from the waist to the top of the head.  Their third search includes items such as picture frames, shelves, cupboards, windows, and vents that lie within the area from the top of the head to the ceiling.  Their fourth search 
includes checking all vents, pipes, and ceiling supports beyond the ceiling.

Appendix E 

 Damage Control Measures (Extract from FM 19-10)
Damage Control Measures

Search teams must know the actions to take on discovery of a device and measures to reduce damage.  They must learn that if a suspicious item is actually located, it requires concise and immediate action.  They must learn:

         - NOT TO TOUCH THE DEVICE UNDER ANY CIRCUMSTANCES.

        - If evacuation is not already accomplished, to immediately evacuate all nonessential personnel.

        - Even if there may be more than one device, to discontinue the search until EOD personnel arrive to supervise.

They must also know the measures to take to reduce damage if EOD determines that time allows.  They must know to:

        - Disconnect or shut off any gas lines to the facility.

        - Open windows and doors (except for a bio/chem hazard).

        - Remove items that may add to the explosive force (gasoline, lubricants, paint).

        - Sandbag the area around the device, but never place any items on the device itself.

        - Evacuate personnel further than the 100-meter range, preferably behind a windowless structure. 

Appendix F 

 Terrorist Bomb Threat Stand-Off Distances

	Threat Description
	Explosives Capacity

(TNT Equivalent)
	Building

Evacuation

Distance
	Outdoor

Evacuation Distance

	Pipe Bomb
	5 LBS/

2.3 KG
	70 FT/

21 M
	850 FT/

259 M

	Briefcase/

Suitcase Bomb
	50 LBS/

23 KG
	150 FT/

46 M
	1,850 FT/

564 M

	Compact 

Sedan
	500 LBS/

227 KG
	320 FT/

98 M
	1,500 FT/

457 M

	Sedan


	1,000 LBS/

454 KG
	400 FT/

122 M
	1,750 FT/

534 M

	Passenger/

Cargo Van
	4,000 LBS/

1,814 KG
	640 FT/

195 M
	2,750 FT/

838 M

	Small Moving

Van/Delivery Truck
	10,000 LBS/

4,536 KG
	860 FT/

263 M
	3,750 FT/

1,143 M

	Moving Van/

Water Truck
	30,000 LBS/

13,608 KG
	1,240 FT/

375M
	6,500 FT/

1,982 M

	Semi-Trailer


	60,000 LBS/

27,216 KG
	1,570 FT/

475 M
	7,000 FT/

2,134 M


________________________________________________________

*This regulation supersedes Fort Bragg Regulation 190-8 dated 21 June 1988.
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