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This instruction establishes procedures for the storage, receipt, reproduction, dissemination, destruction and removal of classified material from the unit.  It also outlines the limitations on hand carrying classified material when in a travel status, classification challenges, continuous evaluation of eligibility and lost or unaccountable restricted area badges.  This instruction implements the provisions of AFI 31-401 and AFI 31-501.  It is applicable to all personnel assigned or attached to the 18th Weather Squadron.

SUMMARY OF CHANGES 

This revision adds references to AFI 31-401, Managing the Information Security Program and AFI 31-501, Personnel Security Program Management and adds significant new information; the entire publication should be reviewed. 

1.  Responsibility.  The final responsibility for determining whether someone will posses or have access to any element of classified information involved.  This determination will be based upon possession, of a valid security clearance at or above the level of classified information involved and whether the individual’s official duties require access to the classified information.

2. Storage Containers.

2.1. There are 5 secret safes, all at various locations:  

2.1.1  Squadron Headquarters, GSA approved Diebold 4 drawer located in Bldg 539, Pope AFB, Rm A-33

2.1.2   6 WF, GSA approved Mosler 4 drawer located at 30101 Wallace St, Ft Rucker AL, Flight Commander’s office

2.1.3   Det 1, GSA approved Mosler 4 drawer located at 2407 Condon Rd, Ft Eustis VA, 2nd floor training room

2.1.4   OL-A, GSA approved Mosler 2 drawer located at 6970 Britten Dr, Ft Belvior VA, Flight Chief ‘s office

2.1.5   OL-C, GSA approved Diebold 2 drawer located at 5214 Pilot St, Ft Knox KY, Radar Rm 
2.2.  The combination to these safes will hold classification as material stored within and store in the other containers locking mechanism room.

2.3.  The unit commander designates the classified account custodian in writing.  The safe combination is changed in accordance with DOD 5200.1-R and AFI 31-401.  Combination changes are required when someone knowing the combination leaves (PCS, PCA, retirement, separate, etc.), when a compromise or open container occurs, security violation and, at least once every two years.  Standard Form 700, Security Container Information, contains information of all personnel with safe access and the combination.  The form comes in two parts.  Part #1 will be placed inside the locking mechanism drawer.  Part #2, the duplicate copy containing the combination, and part 2A marked to the highest classification of information within.  Store this information in another safe, if not available in the safe itself.  Do not identify the overall level of classification on the outside of the container.  The classified container should have lettering or number on the upper left-hand side to designate priority.

2.4.  The classified container will remain locked at all times except when conducting official business.  All classified material will be stored in the locked container unless an authorized person having access to the safe is present in the room.  Personnel removing classified material from the safe will ensure the material is returned to the safe by the end of the duty.  Placing classified material within or removing from the safe is accounted for using a logbook.  The primary and/or alternate account custodian will maintain classified under direct control, or ensure the safe material is in the possession of a person having appropriate clearance and is authorized access.

2.5.  The primary and/or alternate classified custodian will conduct an inventory of the classified material each day the safe is opened.  If the safe has not been opened during the day, an inventory of the material is not required. 

2.6.  The primary and/or alternate classified account custodians will ensure the safe is locked before departing the building at the end of each duty day.  Standard Form 702, Security Container Check Sheet, will be used to record the opening and closing of the safe and the daily end-of-day inspection.  Standard Form 701, Activity Security Checklist, will be used to record the daily room or area security inspection at the end of the duty day.  The SF 701 will be placed in a prominent location at or near the entrance to the office. 

2.7.  Classified material not in the safe, will have a SF Form 704, Secret Cover Sheet, or SF From 705, Confidential Cover Sheet, attached to it.  Classified material will never be left unattended or with unauthorized personnel. 

2.8.  Documents/messages removed from the safe will be signed out on AF Form 614, Charge Out Record.  Documents temporarily removed are signed out on an AF Form 614.  Messages permanently removed are signed out by annotating the classified message logbook.

2.9.  The safe will not be used for long-term storage.  The primary/alternate classified account custodian will review the log weekly to ensure messages are removed, destroyed, or moved to the classified safe for storage.  

2.10.  The classified custodian will use AFTO 36, Record of Maintenance, to document any maintenance performed on the safe. 

2.11.  The annual clean out of classified container will be conducted in October.  The safe custodian will complete and document the clean out.  A copy of the letter will be provided to the unit security manager.  Unnecessary classified material must be properly destroyed IAW DOD 5200.1-R.  Historical classified information may be stored at the 43d Wing Historian Office or HQ AMC historian office.           

3.  Receiving Classified Information.

3.1.  Personnel in this unit authorized to receive classified information, registered and certified mail are designated in writing by the unit commander.  The Security Forces Controller will maintain a listing of those personnel authorized to receive classified at the Base Communication Center.  The controller will review the listing prior to dispatching an individual to pick up classified messages.  The Flight chief will ensure the listing contains sufficient personnel to support day-to-day message retrieval.  Additions or deletion to the letter shall be reported to the Operations Staff NCO for updates.

3.2.  Classified material and registered items will be picked up from 43 MSS/MSIAC, Classified Control Section, 381, and carried directly to the addressee.  Classified messages are picked up from the Communication Center and taken directly to the addressee.  Place all classified material in a nondescript envelope or container.

3.3.  Classified documents/messages received by personnel assigned to Commander’s Support Staff (CSS) will be controlled in the following manner:

3.3.1.  The individual receiving the classified material will inspect each sealed container for evidence of tampering and determine that documents received are as described on the accompanying AF Form 310.  If there is any discrepancy, report the facts immediately to the Squadron Commander or Security Manager and to the sender of the classified material.

3.3.2.  Check classified documents to see if they have the required marking IAW DOD 5200.1-R/AFI 3-401.

3.3.3.  Return an annotated signed copy of the AF Form 310 to the sender.

3.3.4.  Messages will be checked to see if the title/subject is marked to show its classification and each paragraph is marked IAW DOD 5200.1-R/AFI 31-401.  The line of the message will be checked to see if declassification date or review date is shown.  Overall classification of the message will be stamped at the top and bottom of each page.  Contact the originator if a declassification date or review date is not on each message.

3.3.5.  Receipt of classified messages will be recorded in the classified message logbook.

3.4.  All incoming mail will be broken down and distributed before the end of the duty day.  If this is not feasible, the incoming mail will be stored in the safe until the next duty day.

4.  Dissemination of Classified Material.

4.1.  Persons requiring access to classified material will be checked for need to know and appropriate clearance before being allowed access to classified material.  Personnel not assigned to 18 WS must have valid TDY orders showing their access level.  The person’s identification will be checked against the orders to verify the name and social security number.  If a discrepancy exists, access to classified material is not allowed.

4.2.  After a person’s clearance has been determined and they have a valid need-to-know, the safe can be opened.  Person(s) opening the safe must ensure other personnel in the room cannot gain knowledge of the combination while the safe is being opened.

4.3.  On occasion, newly assigned personnel arrive without a clearance.  These personnel are not allowed access to classified information.  The security manager is responsible for ensuring flight chiefs are briefed on the security clearance of these personnel. 

4.4.  When a member’s security clearance is suspended, the member is not authorized access to material.  The security manager is responsible for ensuring flight chiefs are briefed on the status of these personnel.

4.5.  When transporting classified from office to office, place materials in a nondescript envelope or container.  NOTE:  This requirement is in addition to the classified cover sheet.

5.Reproduction of Classified Material.

5.1.  Classified material in the unit is not to be reproduced unless approved by the commander or security manager.  They are designated to approve the reproduction of classified material.  The commander will designate, in writing persons authorized to reproduce classified documents.

 5.2.  Classified material is reproduced only on equipment designated to reproduce classified.  Two persons will stay with the material until reproduction is completed, and both are responsible for ensuring instructions posted adjacent to the machine are followed.  Reproduce the minimum amount of copies and ensure the record copy reflects the office symbol of each activity receiving a copy of the document/message.

5.3.  Do not reproduce Department of Energy (DOE) Classified document without the consent of the originator.

5.4.  Do not reproduce classified (Top Secret) without consent of the originator.

6.  Classified Material in Travel Status.

6.1.  Only after the Squadron Commander has made a determination IAW DOD 5200.1-R/AFI 31-401 will classified material be taken off base.  The following limitations exist while the courier is in travel status.

6.1.1.  Classified material will be in the physical possession of the individual(s) at all times unless stored at a government (US) activity or an appropriate contract facility.

6.1.2.  Classified material will not be read, studied, displayed or used in any manner in public conveyance or places.

6.1.3.  Classified material will not be left in locked automobiles, hotel rooms, hotel safes, train compartments, private residence and/or public lockers.  Classified material will not be stored in any detachable storage compartment such as automobile trailers, luggage racks; aircraft pods or drop tanks.  

6.2.  The commander will maintain a list of all classified material carried or transmitted by individuals traveling.  All items will be accounted for upon return of the traveler.

6.3.  Individuals must possess written authorization such as the DD Form 2501, Courier Authorization Card, or a courier authorization letter.

6.4.  Seek guidance from the unit security manager if using a commercial airline.

7.  Removing Classified from the Unit:  Classified removal requires the unit commander’s permission.

7.1.  Destruction.

7.1.1.  Personnel designated in writing by the commander will act as Destruction Official.  One person, with appropriate clearance, may destroy secret and confidential material with documentation.

7.1.2.  Two persons, with the appropriate clearance, may destroy secret material without documentation.

7.1.2.1.  Place in an envelope, folder or other suitable container to prevent loss or observation.

7.1.2.3. Destroy when no longer needed to support day-to-day operations, when directed by the originating authority or when directed by higher headquarters.

7.1.2.3. Destroy using an approved shredder, marked identifying it as authorized for classified destruction.

7.2.Transmission.

7.2.1.  Classified material will be:

7.2.1.1.  Prepared for transmission by mail IAW DoD 5200.1-R/AFI 31-401, Chapter 8.

7.2.1.2.  Handcarried to the Communications Center by designated personnel who have the appropriate clearance level, and will be covered with an appropriate classified cover sheet.  

7.2.1.3.  Hand carried by appropriate cleared personnel to other offices on base when so authorized in writing by the commander.  Refer to DOD 5200.1-R/AFI 31-401, as supplement for guidance.

7.2.2.  When faxing classified information, use a secure FAX unit, approved for classified transmission, and follow the encryption procedures for the Fax unit.  Prior to transmitting the call, ensure an authorized person is available to receive the fax.  The fax sender must remain by the FAX unit until the transmission or reception is completed.

7.3.  Safe Lockout.  In the event the safe will not open, or is not working properly, the safe custodian will immediately advise the security manager.  At no time will the safe be transported off the installation for repair unless the safe custodian can guarantee the safe contains no classified material.  The security manager will notify the base information security manager and receive current locksmith guidance information.

8.  Natural Disaster/Emergencies.

8.1.  During emergency situations, all classified material will be returned to the classified container.  If access to the classified container is not possible, the classified material will be removed from the building and appropriately safeguarded.  At no time will classified material be left unprotected or unsecured.  

8.2.  When notified by the commander, or higher authority in your chain of command, of an impending natural disaster or civil disturbance on Pope AFB, implement those actions necessary to protect all classified information.  These actions may include removal of classified information and relocation to another secure area.  The safe custodian will maintain a briefcase and/or transport bag, or other suitable unmarked container, near the safe in the event all material within the safe must be temporarily transported to an alternate location.

9.  Foreign Travel Briefer.

9.1.  All personnel having access to classified information or processing a security clearance must report all personal foreign travel to the unit security manager in advance of the travel.

9.2.  The unit security manager will ensure these personnel receive a Foreign Travel Briefing.

9.3.  The unit mobility NCO will schedule personnel for a foreign travel briefing with AFOSI or the unit security manager prior to military deployment and upon return.

10.  Challenges to Classification.  Anyone who has substantial reason to believe any information held in the unit is improperly or unnecessarily classified will discuss it with the security manager.  The person will provide a description of the information and explain why the information was improperly or needlessly classified.  The security manager will then solicit views of personnel having a functional interest in the information, and if necessary, challenge IAW DOD 5200.1-R/AFI 31-401.

11.  Unit Security Manager Responsibilities.

11.1.  The unit commander will appoint a primary/alternate unit security manager in writing.  A copy of the letter is maintained in the Security Manager’s handbook and a copy forward to 43 SFS/SFAI.

11.2.  The security manager will:

11.2.1.  Process all official appointment letters, i.e., Foreign Travel Briefer, Classified Couriers, Classified Custodians, Security Information Files, and Destruction Official.  Maintain a copy of the letters within his/her handbook for continuity.  A copy of all appointment letters will be forwarded to 43 SFS/SFAI.

11.2.2.  Develop and maintain this instruction.  All changes to this instruction are coordinated with base information security officer prior to publication.  This instruction and other security manager products will be used during initial and recurring security education training.

11.2.3.  Inprocess newly assigned personnel, during the newcomer’s orientation and, if possible, prior to phase I training release.

11.2.4.  Check the unit ASCAS roster or JPAS to determine if the member’s clearance and SF 312, Nondisclosure Agreement has been completed.  If the member does not have a clearance level listed, the unit security manager will contact the Personnel Security Program Manager, 43 SFS/SFAS and initiate tracer actions.

12.2.5.  Notify the gaining element chief or branch chief of the clearance actions.  If the member has not completed the SF 312, the unit security manager will process completion, update JPAS and forward to Randolph AFB, Texas.

12.2.6.  Outprocess members separating or retiring with the AF Form 2587, Security Termination Statement.

12.2.9.  Conduct Security Education and Motivation Training.  The security manager will ensure initial training is completed upon arrival into the unit.  Recurring training will be conducted at a minimum annually and will provide updated/new procedures or re-emphasize training areas instructed during phase I.  Phase II training will be in the form of briefings, periodicals or handouts and recorded by name and date.  Guidance for developing security education is located in DOD 520.1-R.

12.2.10.  Process Security Clearances: The ASCAS roster/JPAS is used to identify members requiring security clearance updates/or deficiencies.

12.2.11.  Advise members requiring a security clearance they need a periodic reinvestigation.  Once notified the member will have 30 days to complete all actions required for clearance update at the unit level.  Members failing to complete the requirements are reported by letter to the unit commander.

12.2.12.  Assist with EPSQ processing: The security manager will provide the member a clearance worksheet.  The member will complete the worksheet and return it for computer processing.  The member will report to the base clinic, physical exams and process the AF Form 2583.  Once completed, the security manager will call the personnel security office for an appointment.  The member will hand-carry a copy of the clearance, computer diskette, and 2586 to the appointment.

12.2.14.  Process Security Information Files (SIF).

12.2.14.1.  The supervisor is responsible for advising the unit security manager when a member’s credibility is in question; i.e., relieved of duty for cause, financial irresponsibility, alcohol related incidents, unauthorized classified disclosure or criminal activity that impacts the members continued access to classified and/or unescorted restricted area entry.

12.2.14.2.  The security manager reports cases to the unit commander for SIF determination.  The base personnel security office, 43 SFS/SFAS will forward an inquiry when a unit member is the subject of a DD Form 3525, incident/complaint report.

12.2.14.3.  The security manager will ensure the inquiry is processed and returned.  SIF’s are filed at the base personnel security office and must be closed out within 180 calendar days from the established date.

The unit commander may delay establishment and processing of the SIF for 45 calendar days when validity of unfavorable information or allegations are in question.  The unit commander designates access to SIF files in writing.  

12.2.14.4.  The security manager maintains the appointment letter, and provides a copy to the base personnel security program monitor, 43 SFS/SFAS.  Additional guidance on SIF’s is located in the security manager’s handbook, and AFH 31-501.

12.2.14.5.  Attend Security Manager meetings.

12.2.14.6.  Account for Individual Mobilization Augmentee (IMA) Resource Augmentation Duty (Ready) badges.  The unit IMA/READY Coordinator(s) will maintain IMA badges in a locked storage container/cabinet when the member is not performing duty at pope AFB.  Ready personnel will not normally be issued badges unless the member is assigned as an augmentee under the READY program.  Exceptions are authorized by the unit commander.

13.  Semi-Annual Inspections.  Semi-annual self-inspections are conducted in January and July.  The unit commander appoints an inspecting official in writing.  The inspection report and the appointment letter should be maintained in the security manager’s handbook.  If a delay due to operations tempo, temporary duty, etc occurs, the security manager will forward a justification letter to 43 SFS/SFAI and ensure the semi-annual inspection requirement is completed.

14.  Security Violations.

14.1.  A program violation is classified as either a compromise or a possible compromise of classified information.

14.1.1.  The member discovering the violation will notify the security manager immediately.  The security manager will then notify the unit commander and base information security manager by the end of the first duty day.

14.1.2.  The commander will appoint in writing an inquiry official to conduct an investigation.  The security manager will complete his/her investigation within 30 days.

CURTIS M. WINSTEAD, Lt Col, USAF

Commander 
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