DEPARTMENT OF THE AIR FORCE
SQUADRON OPERATING INSTRUCTION 31-1
18th Weather Squadron (ACC)                                                                                                                        11 Mar03


Pope AFB, North Carolina 28308

Security
SAFEGUARDING CLASSIFIED MATERIAL
This operating instruction establishes and describes procedures and responsibilities in safeguarding classified material.  It applies to all 18th Weather Squadron (18 WS) units.  Flights and Operating Locations can supplement this OI as required by local circumstances in an appendix.

1.0.  References:  AFI 31-401, AFI 33-211and Local Policy.                      

2.0.  General:  18 WS units will maintain only the classified documents necessary to accomplish their mission.  Safeguard classified material at all times IAW AFI 31-401.

3.0.  Security Clearance/Access to Classified:

3.1.  ONLY PROPERLY CLEARED PERSONNEL WITH A NEED TO KNOW WILL HAVE ACCESS TO CLASSIFIED MATERIAL.

3.2.  Selected visitors may require access to classified material.  When this occurs:

3.2.1.  Security Manager and/or flight commander/chief may release information to individuals who have:

3.2.1.1.  The appropriate clearance.

3.2.1.2.  A need to know the information.

3.2.1.3  Signed a SF Form 312, Classified Information Nondisclosure Agreement (NdA).

3.2.2.  May confirm a person’s clearance by:

3.2.2.1.  Checking the person’s access on the Automated Security Clearance Approval System (ASCAS) or Joint Adjudication Personnel System (JPAS) rosters.  This only applies to Air Force employees.

3.2.2.2.  Confirming it through the employee’s security manager, supervisor, or commander.

3.2.2.3.  Checking the clearance level on a person’s temporary duty (TDY) orders.

3.2.2.4. Receiving a visit request from the visitor’s security manager or supervisor.

4.0.  Pick up/Transportation/Receipt of Classified Information:

4.1.  The Security Manager and IM NCO will maintain a current roster of personnel authorized to pick up/ transport/receive classified material.

4.2.  All authorized personnel must receive training on the proper procedures for pick up/transport/receipt of classified information.  This information can be found in the training section of the Security Manager's Binder or AFI 31-401, Chapter 8.  Training will be accomplished annually.
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4.3.  When locally transporting classified information all authorized personnel will have their DD Form 2501 on their person.

4.4.  The orders-approving official must authorize couriers to hand carry classified material on commercial passenger aircraft inside the United States, its territories, and Canada.  A Courier Authorization Letter must also be prepared.  NOTE:  DD Form 2501 doesn’t satisfy the requirement for a Courier Authorization Letter.

5.0.  Protecting Classified Materials:  

5.1.  A classified document is very much like any other document that you keep in your files--it contains information that you need to have.  The difference is that the information in a classified document is so sensitive that the document must be protected.

5.2.  The security manager will:

5.2.1  Provide training concerning the protection of classified information.

5.2.2.  Ensure there is a unit safe in which classified documents can be properly stored.

5.3.  The possessor of classified information will:

5.3.1.  Lock classified material in the unit’s safe when it is not directly supervised by a person authorized access to the material.

5.3.2.  Use an appropriate level cover sheet whenever you remove classified material from the unit’s safe.

5.3.3.  Never mix classified with unclassified material.

5.3.4.  Never leave classified material unguarded.  Physically hand over classified material to another authorized person to guard the material for you.

5.3.5.  Control, safeguard, and/or destroy all classified working papers, typewriter ribbons, carbon papers, and waste from typing drafts or final documents containing classified sections.

5.4.  Ultimately, the person in possession of classified information is responsible for taking the active steps necessary to ensure its protection.

6.0.  Reproducing Classified Material:  Use only approved copying facilities.

NOTE:  NO classified material will be reproduced on unit copiers.

7.0.  Challenge to and Origination:  

7.1.  Anyone who believes material is improperly classified must notify the unit security manager.  The security manager will forward the challenge to the originating  agency, preserving anonymity when requested.  The challenge must include justification stating why the material is improperly or incorrectly classified.  

7.2.  Anyone who develops material and believes that it should be classified will safeguard the material as classified.  The security manager will transmit it to an appropriate classification authority for evaluation.

8.0.  Destroying Classified Material:  It is important to keep only necessary classified information in unit safes. Inform the Security Manager at least once per quarter of any classified documents that have become outdated.  He/she will then destroy the documents IAW AFI 31-401, chapter 9.

9.0.  Safe Combination Control:

9.1  The security manager's letter of authorization will restrict access to the combination of the safe to designated staff members.  The same letter will also designate personnel who are authorized access to the contents of the safe. This letter will be maintained in the Delegations of Authority file and posted on the side of the unit’s safe.

9.2.  The combination carries the same classification level as the highest classification of stored material, which is SECRET.

10.0.  Daily Security Checks:

10.1.  Each day, the unit safe’s will be:

10.1.1.  Visually inspected for evidence of tampering.

10.1.2.  Physically checked to ensure the safe is properly locked.

10.1.3.  Standard Form 702 signed off  ( this form is kept on top of the safe).  

NOTE 1:  Every time a safe is unlocked and locked again, the person opening/closing the safe must enter time and initials in the appropriate columns of Standard Form 702. 

NOTE 2:  Every time a COMSEC storage safe is opened all contents will be inventoried.  This inventory will be recorded on the inventory checklist maintained within the safe.  Also, this checklist will be updated to reflect all additions and deletions of the contents as they occur.

10.2.  A full building security check will be conducted and logged to ensure all physical security measures are in place.  The security checklist should be located near the main entrance of your building.

11.  Emergency Actions:  In the event of fire, natural disaster, civil disturbances, terrorist activity, or enemy attack, take the following actions:

11.1.  If time permits, remove the classified material and transport it to your unit’s alternate storage container.

NOTE:  If there is a fire special consideration should be taken by each unit to immediately account for all COMSEC hardware (KG‑84, KOI‑13, KY gear, ...).

11.2.  If damage to the container or physical danger to personnel precludes removal of classified material, the ranking member will:

11.2.1.  Assume control of the area and summon assistance from the security manager and/or Flight Commander/Chief.

11.2.2.  Keep unauthorized personnel away from classified material.  Safeguard as required.

11.3.  Destruction may be necessary if removal isn't feasible and there is a danger of compromise or seizure of classified material.  The following procedures may apply:

11.3.1  Destruction priorities are as follows:


PRIORITY I‑  
ALL COMSEC MATERIAL     


PRIORITY II‑
ALL SECRET MATERIAL

PRIORITY III‑
ALL CONFIDENTIAL MATERIAL

11.3.2.  When possible, destroy classified material in an approved destruction facility using procedures outlined in AFI 31-401. Annotate and retain supporting control documents.

11.3.3.  In extreme emergencies, when normal procedures cannot be followed, remove classified material, crumble page by page, and burn in wastebasket.  Retain supporting control documents.

11.3.4.  Report circumstances to HQ USAF/SPIF whenever destruction procedures are used.

                                                                                  
 CURTIS M. WINSTEAD Lt Col, USAF
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