AFZA-1T-BP 04 May 04

MEMORANDUM FOR SEE DI STRI BUTI ON

SUBJECT: Menorandum of Instruction (MJ) Nunber 03-04
XVl A rborne Corps and Fort Bragg Hardware/ Sof t ware Standards

1. Ref er ences.

a. Menorandum AFZA-1T, FYO3 Arnmy Know edge Managenent (AKM Coal
1 Resource Execution Quidance, 2 Jan 03.

b. Joint Technical Architecture-Arny (JTA-A), 8 May 00.

c. FORSCOM Technical Architecture Mgration Plan Gui dance
(FTAMPG), Appendi x B.

d. XVl Airborne Corps and Fort Bragg MJ 02-04, Information
M ssion Area (I MA) Certification/ Approval Procedures, TBD.

e. Menorandum Headquarters Departnment of the Army (HQDA),
GO G6, subject: Enterprise Software Agreenents, 2 Dec 02.

f. Message, HQDA, 2313127 Jun 99, subject: Designation of Arny
Poi nt of Contact (POC) for Government Wde Agency Contracts (GAMGCs),
Bl anket Purchase Agreenments (BPAs), Indefinite Delivery/lndefinite
Quantity (ID1Q and Army/ Departnent of Defense (DOD) Enterprise
Agr eenent s.

g. Message, HQDA, 1923437 Jun 03, subject: Mdratoriumon
M crosoft Products and Product Support Services.

h. HQDA, Letter 25-02-1, subject: US. Arny Wreless Local Area
Net wor ks (LAN) and Wrel ess Portable El ectronic Devices (PED) Policy.

2. Purpose. The purpose of this MJ is to provide XVIII Airborne
Corps and Fort Bragg wi th gui dance on command-w de standards and
products. These standards set the mninmum acceptable |l evel for new

I nformation Technol ogy (IT) equiprent and are mandatory.! They are also
required to maintain technical conpatibility and connectivity of all
units and activities.

! While thisMOI mandates X111 Airborne Corps and Fort Bragg standards and products, it is not the authority to
procure these products without full and open competition or appropriate justification for brand name only items (FAR
6.101). Acquisition of standard products from ID/1Q contracts does constitute full and open competition.
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3. Scope. The hardware and software standards and end of |ife support
timefranes listed in this MJ are applicable only to XVIII Airborne
Corps and Fort Bragg staff, major subordi nate conmands, and garrison
staff located on Fort Bragg. The transport standard established in
this MJ is applicable to all XVIII Airborne Corps units and Forts
Bragg, Canmpbell, Drum and Stewart.

4. Ceneral .
a. The follow ng hardware/software standards are effective:

(1) Mcrosoft OOfice XP will be the XVIIIl Airborne Corps and
Fort Bragg reconmended standard integrated office application software.
It is inperative that all units/activities with versions of Wndows
previous to Wndows 2000 Professional upgrade or replace to this
standard not |ater than 31 Dec 04.

(2) Mcrosoft OOfice XP file (docunment) format will be the
common XVII1 Airborne Corps and Fort Bragg transfer application
standard. All docunents, slides, and infornmation transferred between
units/activities, either tactically or in garrison, will conformto
this XVI1I Airborne Corps and Fort Bragg standard. Wile other
sof tware packages may be used to develop information or docunents, the
XVI11 Airborne Corps and Fort Bragg standard nust be used to transfer
i nformati on or docunents between comrands or organi zations. This
standard is established to facilitate a conmon transfer standard across
the entire XVIIl Airborne Corps and Forts Bragg, Canpbell, Drum and
Stewart.

b. Hardware/software upgrades and/or replacenents are to occur as
unit funding permts. However, units are rem nded to check the end of
life support mlestones in paragraph 5. Units/activities are
responsi bl e for programm ng the necessary funding to keep their
i nformati on technol ogy current.

c. Mcrosoft Ofice software is available at no cost to
units/activities under the Arny Enterprise License (AEL) Agreenent.
QO her Mcrosoft software is available, via the AEL agreenent, to Arny
units/activities for nininmal cost (a conplete listing is avail able at
the Arnmy Smal |l Conputer Program (ASCP) web site listed below). This
software will be provided by | TBC once the unit/activity properly
registers their requirenent through the Arny Enterprise program The
AEL programregistration and infornation are available at the ASCP web
site: https://ascp.nonnmouth.arnmy. ml/scp/index.jsp. Depending on the
har dwar e bei ng used, an upgrade in hardware may al so be required to run
the new Wndows XP operating system Any hardware upgrades nust be
funded out of unit/activity funds.
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d. Al servers, workstations, personal conputers, notebooks,
nmonitors, and printers nust nmeet the requirenent of the Environnental
Protection Agency's "Energy Star" Program

e. Personal firewall software is prohibited; e.g., Shields Up,
Sygate, Ready Soft, PC Viper, HotBar, etc.

f. In accordance with (I AW references 1le and 1f, HQDA nandates
that all commercially avail abl e software be procured via the Enterprise
Sof tware Agreenments (ESAs), which are adm nistered through the Arny
Smal | Conputer Program (ASCP) at Fort Mnnouth, New Jersey. The ESAs
provide for the acquisition of commercially avail able software at the
DOD enterprise |evel, thereby reducing the cost of acquiring and
mai nt ai ni ng sof tware products. ?

g. The Information Technol ogy Busi ness Center (ITBC) will nonitor
users’ requests subnitted to purchase hardware/software to ensure they
conmply with the nandate to purchase these items through ASCP using
Comuni cati on- El ectroni ¢ Conmand (CECOM -Certified, DOD, and ot her
federal agencies ID1Q contracts.

h. Activities considering use of wireless solutions; e.g.,
wirel ess Local Area Network (LAN) access points, wirel ess LAN adapters,
wireless e-mail servers and pagers, wireless portable electronic
devices (PED), palmtype pilots, and simlar devices, nust adhere to
the Arnmy policy on wireless solutions. This policy is available at
htt ps://dragonnet. bragg. arny. ni |/ 18abn.

i. Table 4-1 lists XVIII Airborne Corps and Fort Bragg recomended
sof tware standards.

(1) This table lists the current reconmmended software
standards for operating systenms, core applications, electronic mail
and resource servers consisting nostly of applications associated with
office automati on, electronic mail, and shared network services.

(2) The goal of these reconmended standards is to provide a
common suite of software used in garrison and tactical day-to-day
operati ons.

(3) It is recognized that units or activities nmay not be using
the latest versions of these products or nay be using non-JTA-A
conpliant software applications; e.g., Wndows for Wrkgroups or an

2Existing ESAs and the DoD Enterprise Software Initiative (ESI) policy are described on the ESI web site:
http://www.don-imit.nav.mil/esi/.
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early version of Mcrosoft Ofice. These applications nmust be upgraded
to a conpliant software application not later than 31 Dec 04.

Table 4-1 XVI11 Al RBORNE CORPS AND FORT BRAGG SOFTWARE STANDARDS
(LATEST VERSI ONS)

OPERATI NG SYSTEMS RECOMVENDED STANDARD

Net wor k Operating System M crosoft Wndows w Active Directory

i npl enent ed
Deskt op Conput er M crosoft Wndows XP Professional
Port abl e Comput er M crosoft W ndows XP Prof essi onal
Personal Digital Assistant M crosoft CE
Integrated Office Suite M crosoft O fice XP Professional

O fice Automati on [Wrd Processor, Spreadsheet,
Presentation Graphic, Email Cient, Database
Managenent ]

M crosoft O fice XP Professional
(or newer approved version)

W ndows Medi a Pl ayer (Bundled w W ndows XP

Milti Media Pr of essi onal )
Docunent Vi ewer Adobe Acrobat Reader v6.0
M crosoft Internet Explorer (Bundled w W ndows
Vb Browser XP Prof essional)
Net scape Navi gat or
Web Page Devel opnent M crosoft Front Page XP (2002)
Vi deo/ Virtual Collaboration Environnent?® M crosoft Net Meeting
Vi deo Stream ng M crosoft Net Show
Facsinmile M crosoft Personal Fax for W ndows
Proj ect Managenent M crosoft Project Managenent 2000
For ns Managenent Form Fl ow v2. 24, 1*
Zip WnZip or WnXP (built-in utility)
Virus Protection Symantec Corporate Edition v8.1 or MAfee
Anti-Virus
Encrypti on CAC/ PKI

% The video collective planning standard for tactical systemsis INFOWORKSPACE (IWS).

4 Effective 29 Sep 00, the U.S. Army Publishing Agency (USAPA) finalized a Blanket Purchase Agreement (BPA) order with Insight Public Sector
(formerly Comark Federal Systems) for an Army-wide Enterprise Forms Software Site License with JetForm Corporation. The order provides a
license to use two JetForm products (either FormFlow 2.23 or FormFlow 99) at no further cost to Army-wide users. Further information on how
and where to obtain the software may be obtained from the USAPA and SCP web sites. Effective 31 May 03, the Information Technology
E-commerce and commercial Contracting Center (ITEC4), in conjunction with CIO/G6 and ASCP, awarded a six year Army-wide Enterprise
Agreement to Softmart for Microsoft products and services.
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Table 4-1 XVITT Al RBORNE CORPS AND FORT BRAGG SOFTWARE STANDARDS — ( Conti nued)
(LATEST VERSI ONS)

Docunment Managenent M crosoft Share Point Portal Server
Cal endar M crosoft Qutl ook
ELECTRONI C MAI L RECOMVENDED STANDARD

M crosoft Qutl ook or Qutlook wth Defense

E-mail Oient Message System ( DVB)

E-mai |l Server M crosoft Exchange with DVB

Renot e Access Term nal Server Access Control System ( TSACS)
Change and Configurati on Managenent Software M crosoft Systens Managenent Server

Dat abase Sof t war e M crosoft SQ or Oracle

I nternet Proxy Software M crosoft Proxy

Isg; f\er;(rete Publ i shi ng, Managenent and Search Mcrosoft Site Server

Certificate Software M crosoft Certificate Server

I ndex Sof tware M crosoft |ndex Server

Work Fl ow Sof t war e Rermedy Action Request System

j. Table 4-2 states the mninmum XVII1 Airborne Corps and Fort
Bragg standards for desktop (personal conputers), end user
wor kst ati ons, and not ebooks.

(1) Wiile these are nini num standards, anyone procuring new
systens must consider how the equipnment will be used initially, as wel
as in the future. Consequently, to maxim ze the investnment, the
ability to upgrade in the future nust be considered when procuring new
systens (i.e., can an Intel-based PC support higher-speed processors of
t he sanme cl ass when they becone avail abl e).

(2) These standards are dynam c and are continuously being
revi sed upward as new technol ogy is inplenented, costs are reduced, and
new Arny and DOD IDIQ contracts are awarded. As a result, al
organi zations or units contenplating the procurenent of IT systens and
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sof tware nust coordi nate each acquisition with the | TBC regardl ess of
t he met hod of procurenent, whether governnent purchase card (GPC) or
purchase request. This coordination will also include preferred
sources (contract vehicles) to ensure warranties are sustainable and
provi de the maxi mum coverage ti ne.

(3) It is recognized that units’ or activities’ current
computer systens may not neet this m ninum standard or products
currently being used may not be JTA-A conmpliant. No existing conputer
systens need to be inmedi ately upgraded to be in conpliance with these
m ni mum st andards. | nstead, non-conpliant conputer systens nust be
mgrated to conpliance | AWITBC s end of support nilestones listed in
par agr aph 5.

Tabl e 4-2 XVI 11 Al RBORNE CORPS AND FORT BRAGG M NI MUM COVPUTER CONFI GURATI ONS
(=Y DESKTOP COMPUTER NOTEBOOK COWVPUTER
Central Processing Unit (CPU) Pentium | V/ 2. 4Gz Pentium | V/ 2. 4Gz
Cache 512KB 512KB
Bus Architecture 533MHz PCI /1 SA
RAM ( Menor y) 256MB RAM 256MB RAM

Hard Di sk Capacity

40+GB (7200 RPM)®

20GB (Rernovabl e)

Fl oppy Drive

3.5" 1.44MB (Internal)

N A

CD-ROM Dri ve

24XDVD/ CD- RW

I nternal 24xCD- ROM (DVD
Opti onal )

Expansion Slots

5

N A

Mouse Web Wheel Mouse Built-in Pointing Device
: » " 15" Active Matrix Display

Moni t or 15" LCD or 17" SVGA, Col or (1024x768)

Vi deo Card 16 MB SVGA or higher 16 MB SVGA or higher

Serial Port Two One

Paral | el One One

® Hard drives will be removeable on all secure systems.
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Table 4-2  XVII1 Al RBORNE CORPS AND FORT BRAGG M NI MUM COMPUTER CONFI GURATI ONS — ( Conti nued)

(=Y DESKTOP COMPUTER NOTEBOOK COWVPUTER
) ) Four (2.0 version)

Uni versal Serial Bus (USB) USB I nterface (optional)® One
Keyboard 104- Key w Nuneric Pad 86- Key, Full Function
PC Card (PCMCI A) One Type |11 or Two Type |17 One Type Il or Two Type ||
NI C Card 10/ 100/ 1000MB Fast Et her net 10/ 100/ 1000MB Fast Et her net
Sound PCl 32-Bit 32-Bit
Speaker s Stereo Speakers or Headset Internal Stereo Speakers
Moden? 56.6 KBPS Internal PCl Internal 56.6 KBPS
Common Access Card (CAQ) USB, Serial, or USB, Serial, or
Reader ° PCMCI AV Shar t Car d PCMCI AV Shar t Car d
Adapt er/ Char ger N A 110/ 220 Volts
Battery Life N A 3 Hours
Battery Type N A Li t hi um

. Yes - Must be Energy Star Yes - Must be Energy Star
Energy Efficient Conpl i ant Conpl i ant
Warranty 3-year On-site 3-year On-site
Deskt op Managenent |nterface
(DM) Version 2.0 Support ed Support ed

k. Table 4-3 shows the minimum XVII1 Airborne Corps and Fort Bragg
standards for network and resource servers.

(1) Server platforns are systens that provide a conmon
repository for data and software applications, and nmanaged sel ected
comput er devices. Server platforns can be either m niconputers or
appropriately configured m croconputers that are optimzed to manage a
shared resource in a network environment. Because of different server
types, server requirenments should al ways be coordinated with the | TBC.

® It is recommended that peripherals connecting to the standard desktop use the USB interface.

"PCMCIA card readers are no longer required for desktop systems unless the system will be supporting the DMS.

8 Modems will not be ordered with desktop systems if they are to be connected to the Fort Bragg Metropolitan Area
Network (FBMAN) or Fort Bragg Secure Metropolitan Area Network (FBSMAN). Requests for exceptions to this
policy will be addressed to the ITBC, Security Section. All requests must fully justify the need of amodem in a
desktop system.

°Army organizations may procure CAC readers through the ASCP ET-1 contract at
https://pmscp.monmouth.army.mil. The two vendors available are Insight Public Sector, Inc. (contract #DAA-BO7-
98-A-V005) and GTSI (contract #DAA-B07-98-V003).
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(2) Server standards are very dynam ¢ and are continuously
bei ng revi sed upward as new technol ogy is inplenmented, costs are
reduced, and new Arny and DOD ID/1 Q contracts are awarded. As a
result, all organizations or units contenplating the procurenent of a
resource server or shared networking server nust coordi nate each
acquisition with the 1 TBC regardl ess of the nethod of procurenent
(ID1Q GSA Open Market, etc.). This coordination will also include
preferred sources (contract vehicles) to ensure warranties are
sust ai nabl e and provi de the nmaxi mum coverage ti ne.

Tabl e 4-3 M NIl MUM NETWORK AND RESOURCE SERVER STANDARDS
CPU Pentium |V 2.4GHZ
Cache 512KB

Bus Architecture 533MHz

RAM ( Menory) 512MB RAM
Hard Di sk Capacity 40GB

Hot Swap Di sk Bays 6

SCSI Controller One (Utra Wde)
CD-ROM Dri ve 32X

PCl Slots 5

Mouse PS- 2
Monitor Screen Size 1280x1024
Moni t or 15"

Video Card 64-Bit or 128-Video
Serial Port One

Paral | el Port One
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Tabl e 4-3 M NI MUM NETWORK AND RESOURCE SERVER STANDARDS — ( Conti nued)
| TEM ’ STANDARD

USB Port One

Keyboard 101- Key w Nuneric Pad

PCMCI A Sl ot Yes

NI C CARD 10/ 100 Fast Et hernet

RAID Control |l er One

RAI D Level s Support ed 0, 1, 5

Hot Swap Power Supplies Yes

Energy Efficient Yes

arranty 3 Years, On-site

5. Product Lifecycle Replacenent. The |ITBC end of support m | estones
are listed in table 5-1. After the date listed below, |TBC will no

| onger support the hardware or software and it nmay not be connected to
t he FBVAN or FBSMAN. *°

a. These end of support dates are provided for units and
activities to nake budgeting and fundi ng deci si ons on updating or
replacing their IT hardware and software in a programed nanner.

b End of support dates are only projections and may need to be
adjusted earlier to support network configuration changes or security
problens or vulnerabilities. The dates will not be extended past the
listed date.

19 Not applicable to hardware/software currently loaded on the FBMAN or FBSMAN; only applies to connections
after listed dates. Systems found connected to the network after the end-of-life date will be disconnected from the
FBMAN/FBSMAN.
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Table 5-1 | TBC END OF SUPPORT M LESTONES
COVPUTER PROCESSCRS ‘ END OF SUPPORT DATE
i 386 No Longer Supported
i 486 No Longer Supported
Pentium | No Longer Supported
Pentium 1 1 Cct 05
Pentium 11 1 Cct 07
Pentium IV 1 Cct 09
OPERATI NG SYSTEMS ‘ END OF SUPPORT DATE
W ndows NT (3.51) No Longer Supported
W ndows 95 No Longer Supported
W ndows NT (4.0) No Longer Supported
W ndows 98 No Longer Supported
W ndows 2000 31 Mar 07
W ndows XP Prof essi onal 31 Dec 07
W ndows 2003 30 Jun 10
Ms O fice, Version 4.3 No Longer Supported
Ms Office, Version 95 No Longer Supported
Ms Office, Version 97 No Longer Supported
Ms Office, Version 2000 31 Mar 07
Ms Office, Version XP Professional 31 Dec 07

6. Request for exceptions to the above hardware or software standards
nmust be subnmitted to | TBC, Project Managenent

AFZA-1T- BP.

7. This MJ supersedes all
Bragg automati on st andards.

previous XViI|I

Branch, ATTN:

Ai rborne Corps and Fort
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8. Point of contact is Ms. Vel ma Montgonery, (910) 396-8664.

FOR THE COMVANDER:

/1signed//
KARL R HORST
Cca., Gs
Chief of Staff
DI STRI BUTI ON:
A D E F
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